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1.1

Definition

1.1.1

Personal Data refer to data, whether true or not, about an individual who can be identified:
a)

From the data; or

b)

From that data and other information to which the organisation has or likely to have
access.

1.1.2

Personal data includes, but is not limited to:
a)

Contact details (i.e. full name and aliases, mailing address(es), contact number(s),

b)

email address(es));

c)

Identification information (i.e. NRIC/FIN number);

d)

Demographic information (i.e. nationality, gender, date-of-birth, marital status);

e)

Occupational information (i.e. place of work, designation, years of work experience,
Curriculum Vitae(s), résumés, character referees);

f)

Donation history;

g)

Participation history in any HFS activity;

h)

Questionnaire responses in any HFS activity;

i)

Correspondence history including feedback, survey responses, and personal opinions
made known to us; and

j)

Photographs, video footage and images, and other audio-visual information captured.

Hence, care should be taken when dealing with any form of information about any individual
as it could potentially fall under the definition of personal data – and therefore be protected by
and subject to the Personal Data Protection Act (‘PDPA’).
1.1.3

Personal data does not include data about a data subject, which has been anonymised.
Anonymisation is the process of removing identifying information such that the remaining data
does not identify any particular individual. Techniques can include pseudonymisation N 1 ,
aggregation, replacement, data reductionN2, data suppressionN3, data shufflingN4, or
maskingN5.
N1

N2

N3

1

Replacing identifiers with other references. For example, replacing an individual’s name with a tag
or reference number.
Removing values that are not required for the purpose. For example, removing ‘Ethnicity’ from a data
set of individual’s attributes.
Banding or hiding the value within a given range. For example, replacing age ‘43’ with the range ’40–
45’.

Replacing identifiers with other references. For example, replacing an individual’s name with a tag or reference
number.
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N4

N5

1.1.4

Mixing up or replacing values with those of the same type so that the information looks similar but is
unrelated to the actual details. For example, the surnames in a customer database could be sanitised
by replacing them with those drawn from another database.
Removing certain details while preserving the look and feel of the data. For example, representing a
full string of numbers on a credit card as 4346 XXXX XXXX 5379 instead of ‘4346 6454 0020 5379.’

Halogen Foundation (Singapore) (‘HFS’) practices and undertakes reasonable safeguards to
anonymise personal data in appropriate situations, especially when using personal data for
research purposes.

1.2

Exclusions

1.2.1

The following scope are excluded from this PDPA Manual (‘Manual’):
a)

Do Not Call Registry; and

b)

Business contact information, meaning an individual’s name, designation or title,
business telephone number, business address, business electronic mail address or
business fax number and any other similar information about the individual, not
provided by the individual solely for their personal purposes.

1.3

Objectives and Scope

1.3.1

This Manual:
a)

Sets up the policies and procedures to be applied in the collection, recording, use,
retention and safeguarding of personal data for HFS;

b)

Sets up the roles and responsibilities of the Data Protection Officer (‘DPO’);

c)

Provides a clear understanding of the lines of authority and responsibilities over the
collection, recording, use, retention and safeguarding of personal data; and

d)

Facilitates compliance with the PDPA 2012.

1.4

Purpose and Application

1.4.1

The PDPA applies to all organisations, including Social Service Agency such as HFS.
Organisations are required to comply with the PDPA by establishing practices and policies to
meet its data protection standards. Any party committing an offence under the PDPA can face
fines of varying amounts, based on the severity of the offence.

1.4.2

The Manual serves as a reference and training document for Management and staff.

1.4.3

Management and staff shall refer to the relevant section of the Manual for guidance in the
execution of their daily operations. Compliance to the Manual is compulsory for all
Management and staff.

1.4.4

Whenever used herein, the singular number shall include the plural, the plural shall include
the singular, and the use of any gender shall include all genders.
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1.5

Approval and Changes

1.5.1

This Manual shall be effective upon approval by the Board of Directors.

1.5.2

This Manual shall be reviewed when there is a change in the PDPA and/or policy & procedures.

1.5.3

Changes to the Manual shall be recommended by the DPO and shall take effect upon
approval by the Board of Directors.

1.5.4

All changes shall be communicated to the Management and staff for the purpose of
awareness and adherence at all times.
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2 DATA PROTECTION COMMITTEE
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2.1

Appointment and Delegation

2.1.1

The DPO shall be appointed by the Chief Executive Officer.

2.1.2

DPO shall delegate his/her role and responsibilities before any leave of absence for three (3)
days or more consecutive business days to an appointed staff. DPO shall notify all staff of the
delegation, including the name of the staff appointed and the period of delegation.

2.2

Business Contact Information of DPO

2.2.1

The business contact information of the DPO is as follows:

2.2.2

a)

Email: dpo@halogen.sg

b)

Contact number: 6509 6700

c)

Mailing Address: Blk 336 Smith Street, New Bridge Centre. #07-303, Singapore 050336

DPO shall ensure that the business contact information released to the public is updated at
all times.

2.2.3

DPO shall ensure that a response is made to the individual, either through email, letter or
phone call, within five (5) business days upon receipt of an enquiry / complaint through any of
the above modes.

2.3

Roles and Responsibilities

2.3.1

The roles and responsibilities of the DPO shall be as follows:
a)

Develop and implement policies and procedures that are necessary for HFS to meet its
obligations under the PDPA 2012;

b)

To communicate policies and procedures to Management and staff;

c)

To be the contact point between HFS and individuals, and to answer on behalf of HFS
on queries relating to personal data;

d)

Make available policies and procedures on collection, use, disclosure and storage of
personal data or complaints process to individuals, on request;

e)

Ensure training is conducted for all staff, including volunteer, upon commencement and
at least one (1) refresher training to be conducted for existing staff annually;

f)

Ensure HFS protects personal data by making reasonable security arrangements to
prevent unauthorised actions; and

g)

Ensure that personal data are not retained longer than necessary.
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2.3.2

The DPO shall also refer to the general guides released by Personal Data Protection
Commission (‘PDPC’) from time to time, in addition to the following:
a)

Advisory Guidelines for the Social Service Sector (Published on 11 September 2014).
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3 TRAINING AND COMMUNICATION
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3.1

Training Plan

3.1.1

HFS is committed to be provide training on PDPA for its staff and has established the following
training plan for its staff.

3.1.2

Trainings are categorised based on their job requirements.

3.1.3

All staff are required to complete the PDPC e-learning assessment on a yearly basis. The
DPO is to send out the assessment link and track the completion of assessment by all staff.
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4 DATA PROTECTION IMPACT ASSESSMENT
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4.1

General Principles

4.1.1

HFS is committed to be proactive and takes systematic approach in adopting appropriate
measures and tools to address specific personal data protection risks and its needs by
conducting Data Protection Impact Assessments (‘DPIA’).

4.1.2

A DPIA involves identifying, assessing and addressing personal data protection risks based
on HFS functions, needs and processes.

4.2

When to conduct a DPIA

4.2.1

HFS conducts DPIA for the following:

4.2.2

a)

Website;

b)

Systems (e.g. Servers, software);

c)

Cloud storage platforms; and

d)

Key processes involving personal data.

DPIA is conducted under the following circumstances:
a)

Implementation of new system;

b)

Implementation of new process involving personal data;

c)

Change in process within an existing system; or

d)

Change in organisational structure that handles personal data.

4.3

Conducting a DPIA

4.3.1

The DPIA must be conducted by the following staff:

4.3.2

a)

Project Lead;

b)

DPO;

c)

DPIA Approving Authority; and

d)

Any other affected staff.

The DPIA team shall perform the following:
a)

Identify personal data handled by the system or process, as well as the reasons for
collecting the personal data;

b)

Identify how the personal data flows through the system or process;

c)

Identify data protection risks by analysing the personal data handled and its data flows
against PDPA requirements or data protection best practices;
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d)

Address the identified risks by amending the system or process design, or introducing
new policies; and

e)

Check to ensure that identified risks are adequately addressed before the system or
process is in effect or implemented.

4.3.3

The DPIA performed shall be documented in DPIA report. The DPIA Report shall be approved
by the Audit and Risk Committee.

4.3.4

At the end of each DPIA, the DPO shall record the DPIA performed in the DPIA Log.

4.3.5

The following PDPC general guide shall be referred to for more information on conducting a
DPIA:
a)

Guide to Data Protection Impact Assessments (Published on 1 November 2017)
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5 COLLECTION, USE, DISCLOSURE AND STORAGE OF
PERSONAL DATA
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5.1

General Principles

5.1.1

HFS shall collect, use, disclose or store personal data from or about an individual for purposes
that a reasonable person would consider appropriate in the circumstances which may include
any or all of the following:
a)

To provide and engage through events and programmes of HFS;

b)

To notify partners, volunteers, employees, and other stakeholders of our events and
programmes;

c)

To comply with legal processes and/or requirements of government agencies or the
relevant governance administrator;

d)

To file necessary documentation with the relevant tax authority for purposes of tax
deductions and revenue filing;

e)

To report on HFS events and programmes through reasonable use of visual aids and
written testimonials on electronic and published mediums;

f)

To solicit donations from business owners, corporations, executives, funding entities,
and existing donors; and

g)

Any other purpose deemed relevant to the mission of HFS and/or the objectives of HFS
events and programmes.

5.1.2

HFS shall notify the individual of the purpose for collecting, using or disclosing the personal
data before obtaining expressed consent from the individual.

5.1.3

Should there be a change in or addition of the purpose for the collection of personal data,
HFS shall inform the individual and seek consent for the other purpose(s), before using or
disclosing the personal data.

5.1.4

Personal data which was collected before consent was sought shall be used only for the
purpose(s) for which it was collected.

5.1.5

HFS shall rely on an individual being deemed to have consented to HFS collecting, using,
disclosing and storing personal data about the individual:
a)

When the individual makes a donation to HFS;

b)

When the individual receives services from HFS;

c)

Photographs and video recordings under certain circumstances;

d)

Video recordings from CCTV cameras operated by or for HFS; and

e)

When seeking employment with HFS; and

f)

The individual’s transaction includes contractual necessity.
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5.1.6

HFS shall accept consent from another personN1 on behalf of an individual under the following
circumstances:
a)

Individual is a minor i.e. individual who is less than 21 years of age; or

b)

Individual lacks the intellectual capacity to provide such consent.

*N1: A parent or a legal guardian of the individual is ordinarily such a person. The DPO may request for a copy of the
Court Order from the legal guardian.

5.1.7

The individual may withdraw their consent for HFS to collect, use and disclose the personal
data at any point of time, even if prior consent had been obtained.

5.1.8

HFS does not transfer any personal data to any countries or territories outside Singapore.
Should HFS transfer any personal data to a country or territory outside Singapore, HFS shall
ensure that the standard of protection accorded to the data transferred is comparable to the
protection under PDPA.

5.1.9

The following PDPC general guides shall be referred to for more information on the collection,
use, disclosure and storage of personal data:
a)

Guide to Notification (Published on 11 September 2014);

b)

Guide to Preventing Accidental Disclosure When Processing and Sending Personal
Data (Published on 20 January 2017); and

c)

Guide to Data Sharing (Revised on 1 February 2018).

5.2

Clients’ Personal Data

5.2.1

HFS shall collect personal data of an individual through the following ways:
a)

Application of HFS events and programmes;

b)

Participation in market surveys, lucky draws and contests;

c)

Face-to-face / Electronic interactions, conversations, and exchanges with staff,
volunteers and any other representatives (e.g. phone calls, letters, face-to-face
meetings, email, website, social media, etc;

d)

Contract with organisations, which HFS provides services for the beneficiaries;

e)

Usage of HFS services provided through online and other technology platforms, such
as websites and apps, including through the use of any online platforms / technologies
or tools (e.g., web portals, security tokens);

f)

Referrals from public agencies and other third parties (e.g. employers, educational
institutions and service providers such as event organiser etc); or

g)

Youth development partners who act as custodians of an individual’s personal data
where the individual is a minor under the supervision of the partner and its
representatives.
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5.2.2

HFS shall deem that consent had been obtained by the organisation from the individual for
personal data that were received through service contracts.

5.2.3

HFS does not disclose the personal data received or collected for any other purposes, other
than for the purpose of providing services for the individual as stated in the consent form.

5.3

Board Members’ Personal Data

5.3.1

HFS collects personal data of its board members, who are also volunteers.

5.3.2

HFS shall obtain deemed consent from individual new board member for the specified
purposes for the collection, use and disclosure of the personal data.

5.3.3

HFS shall use and disclose the personal data collected for the following purpose(s):
a)

Appointment to the Board of Directors;

b)

Re-appointment to the Board of Directors;

c)

Removal from the Board of Directors;

d)

Maintenance of Charity Profile on Charity Portal; or

e)

To carry out duties in their capacity as Board of Directors (e.g. application of grants,
etc).

5.4

Donors’ Personal Data

5.4.1

HFS collects personal data of donors through the following ways:

5.4.2

a)

Online donation platforms (e.g. Giving.sg, Give Asia, Simply Giving, HFS website);

b)

Mail-in donations; or

c)

Walk-in donations (e.g. Halogen Ball).

HFS relies on the donor being deemed to have consented to HFS collecting, using and
disclosing the personal data:
a)

When a donation is made;
i)

Submission of their name and NRIC to Inland Revenue Authority of Singapore for
tax deduction purposes; and

ii)

Contact information for clarification or resolution of query with regards to the
donation made.

b)

Name, email address or mailing address for the purpose of sending the tax deduction
receipt.

5.4.3

HFS shall obtain separate consent from the individual for the purpose of future
communications (e.g. newsletters, events).

Halogen Foundation (Singapore)

Data Protection Policy

Page 16 of 44

5.5

Staff’s Personal Data

5.5.1

HFS collects personal data of staff through various stages of employment. HFS shall not
collect, use or disclose personal data of an individual without prior consent.

5.5.2

Recruitment
a)

Personal data is collected through an online Employment Application Form, which shall
be completed and submitted by the applicant. This provides expressed consent to HFS
for the collection, use and disclosure of personal data from the applicant.

b)

c)

The applicant is deemed to have consented if:
i)

Their curriculum vitae (‘CV’) is sent to HFS directly; or

ii)

Their CV is made available on a job search portal.

HFS requires applicant to nominate referees and to provide the referees’ personal data,
i.e. contact number. HFS shall deem that consent had been obtained by the applicant
from the referee for the disclosure.

d)

Consent from the applicant is not required if:
i)

The personal data is publicly available information. For example, social networking
platforms; or

ii)

The personal data is for evaluative purposes. For example, HFS may obtain
reference from the applicant’s former employer or business colleagues to evaluate
their suitability for employment.

5.5.3

Appointment
a)

The successful applicant shall complete an Employment Application Form prior to or
upon commencement of work.

b)

Personal data which was provided by the individual shall be used for the sole purpose
of managing the employment relationship with the individual.

5.5.4

Consent from the staff for collection, use and disclosure is not required if:
a)

The personal data is publicly available information;

b)

If there is an emergency; or

c)

The disclosure is related to law enforcement.
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5.5.5

HFS shall inform the staff on the purposes for collecting their personal data, which may include
but not limited to:
a)

Use of bank account details for payroll;

b)

Managing staff benefit schemes, i.e. training, medical; or

c)

Managing / termination of employment.

5.6

Volunteer’s Personal Data

5.6.1

HFS shall collect personal data of a volunteer through the following ways:

5.6.2

a)

Online Volunteer Application Form;

b)

Volunteer Personal Particulars and Declaration Form; or

c)

Application for volunteering by a partner organisation.

HFS shall deem that consent had been obtained by the organisation from the volunteer for
personal data that were received through the partner organisation.

5.6.3

HFS does not disclose the personal data received or collected for any other purposes, other
than for the purpose of volunteering in HFS.

5.7

Data Intermediaries

5.7.1

Data intermediary refers to an organisation which processes personal data on behalf of HFS
but does not include a staff.

5.7.2

Personal data provided by HFS to the data intermediary remains under the control of HFS.

5.7.3

When engaging a data intermediary, HFS should:
a)

Achieve a reasonable level of assurance that the data intermediary has policies,
procedures and controls in place to ensure compliance with PDPA; and

b)

A contract in writing shall be signed between HFS and the data intermediary that clearly
specifies the data intermediary’s obligations and responsibilities in order to ensure HFS
compliance with PDPA.

5.7.4

The following PDPC general guide shall be referred to for more information on data
intermediaries:
a)

Guide on Data Protection Clauses for Agreements Relating to the Processing of
Personal Data (Published on 20 July 2016).
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5.8

Photographs and Video Recordings

5.8.1

The image of an individual in a photograph or video recording, including a CCTV recording or
any other method of capturing images, held by HFS shall be personal data of that individual
if the individual is identifiable from that image by HFS.

5.8.2

Personal data shall be considered publicly available if it can be observed by reasonably
expected means at a location or event which the individual appears and that is open to the
public.

5.8.3

Personal data shall only be collected through photography or videography only if:
a)

DPO had confirmed that the relevant personal data shall be publicly available
information;

b)

Each identifiable individual shall deem to have consented to the collection of personal
data;

c)

Each identifiable individual has provided expressed consent to the collection of
personal data; or

d)

The staff has sought and received consent in writing from the DPO, on a case by case
basis.

5.8.4

HFS should take reasonable steps to avoid collecting personal data of an individual by
photography or videography where the individual has withdrawn their consent.

5.8.5

HFS shall notify the individual of the purpose for which the photograph or video is taken. The
purpose may be notified through the following ways:
a)

Invitations to the event organised, which a clear statement that photographs or videos
will be taken for the specific purposes;

b)

An obvious notice to be placed at the reception / registration table / entrance of the
venue to inform attendees that photographs or videos will be taken for the specified
purposes; or

c)

The photographer / videographer to inform the individuals the purpose of taking the
photograph / video recording if the individual is asked to pose for the photographs /
videos.

5.8.6

HFS shall rely on an individual being deemed to have consented to the collection, use and
disclosure of personal data under the following circumstances:
a)

The individual poses for a photograph or video recording at the request of the
photographer / videographer;

b)

HFS has notified the individual the purposes for which it collects, use or disclose the
personal data;
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c)

Indicate clearly in the invitation or registration documents send or made available to
participants; or

d)

The individual has accepted invitation or registered to indicate their participation in the
event.

5.9

CCTV

5.9.1

CCTV cameras, which are installed at the office premise are for the security purposes for staff,
clients and visitors.

5.9.2

HFS shall rely on an individual deemed to have consented to the collection, use and disclosure
of the video recording for the stated purpose.

5.9.3

Staff who receives any request for access to the CCTV shall notify the DPO immediately.

5.9.4

HFS shall notify the individual of the purpose for which the CCTV is placed through an obvious
sign placed at the entrance of the office premise.

5.10

Disclosure

5.10.1 HFS may collect, use and disclose personal data about an individual without their consent
under the following emergency circumstances:
a)

In emergency situations that threatens the life, health or safety of the individual or
another individual;

b)

Purpose of contacting next-of-kin or a friend of any injured, ill or deceased individual;
or

c)

Reasonable grounds to believe that the health or safety of the individual or another
individual will be seriously affected and consent for the disclosure could not be obtained
in a timely manner. The staff shall notify the DPO in writing:
i)

The circumstances surrounding the emergency situation;

ii)

The manner which the staff used the relevant personal data; and / or

iii)

The identity of the individual and / or organisation which the staff disclosed the
personal data to.

5.10.2 HFS may also disclose personal data to any officer of a prescribed law enforcement agency
upon production of written authorisation, without the individual’s consent:
a)

Signed by the head of the law enforcement agency; and

b)

Certifying that the personal data is necessary for the purposes of the functions of duties
of the officer.

c)

The staff shall notify the DPO immediately should such authorisation is received.
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5.10.3 The DPO may also seek legal advice to determine the extent to which HFS is required to
provide the personal data requested by the law enforcement agency.
5.10.4 Any collection, use or disclosure of personal data by HFS for legal purposes shall only be
done if:
a)

By / under supervision of the DPO;

b)

At the DPO’s / legal counsel’s request; or

c)

As directed by the Chief Executive Officer, or in his/her absence, designated Executive
Committee member.

All staff must refer any legal matter to DPO, or in their absence, the Chief Executive Officer,
immediately.
5.10.5 Any collection, use or disclosure of personal data by HFS to the public agency shall only be
done if:
a)

The DPO is satisfied that the organisation requesting the personal data is a public
agency, within the meaning of the PDPA; and

b)

The disclosure is necessary in the public interest.

The DPO shall obtain legal advice before providing such approval, except where the Board
determines it is not necessary.
5.10.6 Records shall be maintained by the DPO on all requests made, with the following details:
a)

The date which HFS received the request;

b)

The party making the request;

c)

The type of personal data released; and

d)

Any relevant legal advice provided, if any.

Halogen Foundation (Singapore)

Data Protection Policy

Page 21 of 44

6 WITHDRAWAL OF CONSENT
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6.1

General Principles

6.1.1

Upon giving reasonable notice, an individual may at any time withdraw any consent or
deemed consent given, in the collection, use or disclosure of personal data for any purposes.

6.1.2

All notifications of withdrawal of consent shall be referred to the DPO.

6.1.3

The DPO is to acknowledge the receipt of individual’s request within five (5) business days
and respond to the individual’s request within ten (10) business days. Where not possible,
HFS shall inform the individual of the timeframe.

6.2

Proof of Identity

6.2.1

The DPO shall send the Consent Withdrawal Request Form to the individual for completion.

6.2.2

DPO shall undertake reasonable steps to ensure that the proof of identity is provided by the
individual for the withdrawal of consent. DPO has the discretion to waive or vary an
identification requirement on a case by case basis.
Category of individual

6.2.3

Proof of identity

Clients

Name, NRIC and contact number

Donors

Name, NRIC and contact number

Volunteers

Name and contact number

Board members

Name and contact number

Under the circumstances whereby a person acts on behalf of an individual, under legal
authority, the person shall produce proof of their identity, and at the discretion of the DPO,
their authority to act on behalf of the individual.

6.2.4

If the DPO is not satisfied with the proof of identify but has no reason to suspect the individual
and the withdrawal of consent would or not likely to have adverse consequences, the DPO
shall proceed to notify the individual on the consequences of withdrawal of consent.

6.2.5

If the DPO is not satisfied with the proof of identity and the withdrawal of consent would or
likely to have adverse consequences, the DPO shall perform the following steps:
a)

Try to contact the individual concerned;

b)

Explain to the individual that HFS needs to guard the possibility of consent being
withdrawn improperly and without knowledge of the individual; and
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c)

Request for further or additional proof of identity.

If the individual is uncontactable or is not willing to provide further or additional proof of identity,
DPO shall have the discretion not to withdraw the consent provided on the collection, use or
disclosure of the personal data.

6.3

Notification of Consequence

6.3.1

Upon satisfactory confirmation of the identity of the requester, DPO or his/her delegate shall
inform the individual within seven (7) days on the consequences of withdrawing consent,
either through email or letter.

6.3.2

DPO or his/her delegate may provide information of the consequences of withdrawal verbally.
However, a written confirmation shall still be provided to the individual.

6.4

Follow-up Actions

6.4.1

The DPO shall notify the staff in charge to ensure that HFS and any data intermediary ceases
to collect, use or disclose the personal data for the purpose in which the individual had
withdrawn.

6.5

Records

6.5.1

The DPO shall maintain records of the withdrawal of consent of the individual, with the
following details:
a)

The date which HFS received the notice or indication of withdrawal of consent;

b)

The name of the individual making the request;

c)

The mode in which the notification is made, i.e. email, phone call;

d)

Type of proof of the identity of the individual making the request;

e)

Date and contents of information provided about the consequences of withdrawing
consent; and

f)

A copy of notification to staff and any data intermediary to cease the collection, use and
disclosure of the relevant personal data.
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7 ACCESS TO PERSONAL DATA
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7.1

General Principles

7.1.1

An individual may request for access about the use of their personal data in the organisation
over the past year, through notification to the DPO.

7.1.2

All requests shall be referred to the DPO immediately. For staff’s request to access their
personal data, the request shall be directed to the Human Resource Department.

7.1.3

Depending on circumstances, HFS may charge a nominal administrative fee for processing
the request, and the quantum of the fee shall accurately reflect the time and effort required to
respond to the request while taking into consideration the nature and complexity of the request.
The DPO may refuse to provide access to the personal data requested until the individual
agrees to pay the relevant fee.

7.1.4

The DPO shall provide the requested access to the extent necessary to the individual. The
DPO may also authorise a staff to handle the request.

7.1.5

The DPO shall respond to the individual within thirty (30) days, upon receipt of the request,
on the access fee amountN1 and the status of the request. Where not possible, HFS shall
inform the individual of the timeframe.
N1

7.1.6

Where an estimated fee is provided, if the final fee to be charged is higher than the original written
estimate, DPO must inform the individual in writing of the increased fee.

The following PDPC general guides shall be referred to for more information on the access
requests to personal data of an individual:
a)

Guide to Handling Access Requests (Published on 9 June 2016); and

b)

Guide to Basic Data Anonymisation Technique (Published on 25 January 2018).

7.2

Proof of Identity

7.2.1

The DPO shall send the Access Request Form to the individual for completion.

7.2.2

Please refer to section 6.2 on the policies and procedures pertaining to the proof of identity.

7.2.3

If the DPO is not satisfied with the proof of identity provided, the DPO shall have the discretion
not to accede to the request for access.

7.3

Follow-up Actions

7.3.1

Upon satisfactory confirmation of the identity of the requester, the DPO shall proceed to
determine if exemptions or prohibitions applies.
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7.3.2

If the DPO is satisfied that no exemption or prohibition applies to the request, the DPO shall:
a)

Provide a copy of the personal data requested to the email address or mailing address
specified by the individual. The DPO shall ensure that there is no personal data of
another individual in the document provided.

b)

Provide the information on the use or disclosure made about the personal data to the
email address or mailing address specified by the individual.

7.3.3

Upon providing the personal data or information requested, the DPO shall obtain
acknowledgement from the requestor for the personal data or information received.

7.3.4

If the DPO determines that exemption applies, the DPO has the discretion to provide the
requested access of personal data or information, taking into consideration the circumstances
as described in section 7.4.

7.3.5

If the DPO determines that prohibition applies, the DPO shall not provide access to the
personal data or information to which the prohibition applies, taking into consideration the
circumstances as described in section 7.5.

7.3.6

If the DPO determines that exemption or prohibition only applies to part of the personal data
which the individual had requested, the DPO shall provide partial access to the personal data
or information.

7.4

Circumstances for Exemptions

7.4.1

It is not compulsory for the DPO to provide an individual with access to personal data or
information for the following circumstances:
a)

Opinion data that is kept solely for evaluation purpose;

b)

Legal matters in respect to:
i)

A document related to a prosecution if all proceedings related have not been
completed; or

ii)

Personal data collected, used or disclosed without consent for the purposes of an
investigation, which the investigation and associated proceedings and appeals
have not been completed.

c)

Unreasonable requests such as:
i)

The request would unreasonably interfere with the operations of HFS due to the
repetitious or systematic nature of the requests;

ii)

The burden or expenses of providing access would be unreasonable to HFS or
disproportionate to the individual’s interest;

iii)

Information that does not exist or could not be found;

iv)

Information that is trivial; or
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v)
7.4.2

Information that is otherwise thoughtless or troublesome.

For access request where legal matters are involved, the DPO shall seek specific legal advice
to:
a)

Confirm whether the specific personal data and information falls within the exemption;

b)

Understand the possible implications of HFS voluntarily providing access to the
requested personal data or information on its use or disclosure; and

c)

Inform the individual for the reason for the decline of request, taking into consideration
on the legal implications connected with the legal matter.

7.5

Circumstances for Prohibitions

7.5.1

HFS shall not provide the personal data or information about its use or disclosure under the
following circumstances if DPO could reasonably expect that the information:
a)

Threatens the safety or physical or mental health of an individual other than the
individual who made the request;

b)

Cause immediate or grave harm to the safety or physical or mental health of the
individual who made the request;

c)

Reveal personal data of another individual; or

d)

Reveal the identity of an individual who has provided personal data about another
individual and the individual providing the personal data does not consent to the
disclosure of their identity.

7.5.2

If the request is made by a person who has legal authority to act on behalf of the individual,
HFS shall not provide the individual’s personal data or information about its use and disclosure
if the DPO could reasonably expect any of the above consequences, as mentioned in section
7.5.1.

7.5.3

If personal data is disclosed to a law enforcement agency or law enforcement officer, HFS
shall not inform the individual that:
a)

Their personal data had been disclosed to a law enforcement agency for any
investigations or proceedings; or

b)

Their personal data had been disclosed to a law enforcement officer, who had produced
a written authorisation certifying that the information was necessary for the purposes of
the functions or duties of the officer.
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7.6

Records

7.6.1

The DPO shall maintain records of the requests for access to personal data or information
about the use and disclosure, with the following details:
a)

The date which HFS received the request;

b)

The name of the individual making the request;

c)

The mode in which the request is made, i.e. email, phone call;

d)

Whether the request is for access to personal data or for information on the use or
disclosure of the personal data or both;

e)

Type of proof of the identity of the individual making the request;

f)

The date which the DPO accede or decline the request;

g)

The reasons and reasonable steps taken should the request be declined; and

h)

Legal advice obtained, if any.
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8 CORRECTION OF PERSONAL DATA
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8.1

General Principles

8.1.1

An individual has the right to request HFS to correct an error or omission in the personal data
about the individual that is in possession or under the control of HFS. However, there are
circumstances whereby HFS need not correct the personal data.

8.1.2

All requests shall be referred to the DPO immediately. For staff’s request to correct their
personal data, the request shall be directed to the Human Resource Department.

8.1.3

The DPO shall consider if a correction should be made and either make the correction or
authorise a staff to make the correction.

8.1.4

The DPO shall acknowledge the receipt of individual’s request within five (5) business days
and respond to the individual within thirty (30) days, upon receipt of the request, on the status
of the request. Where not possible, HFS shall inform the individual of the timeframe.

8.2

Proof of Identity and Evidence of Error or Omission

8.2.1

The DPO shall send the Correction Request Form to the individual for completion.

8.2.2

An individual shall provide proof of identify and evidence of the error or omission which they
request to be corrected.

8.2.3

Please refer to section 6.2 for further details on the proof of identity.

8.2.4

If the DPO is not satisfied with the proof of identity, the DPO shall have the discretion not to
correct the error or omission of the personal data.

8.3

Follow-up Actions

8.3.1

Upon satisfactory confirmation of the identity of the requester, DPO shall:
a)

Extract the personal data from HFS records;

b)

Determine if any exceptions to correct any error or omission apply; and

c)

Check if HFS has disclosed the personal data to any other organisation(s) within a year
from the date of requested correction, and if so, the purpose of the disclosure(s).

8.3.2

If no exceptions apply, DPO shall
a)

Examine the evidence supporting the request to correct the personal data;

b)

Determine whether the requested correction should not be made on reasonable
grounds; and

c)

Respond to the individual making the request that:
i)

HFS has made the correction and/or if applicable, requested its data intermediary
to make the requested correction;
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ii)

HFS is not required to make the correction due to an exception, citing the
applicable exception; or

iii)

HFS is satisfied that the correction should not be made, citing the reasons for
reaching that conclusion, and if appropriate to request the individual to provide
HFS with further information supporting the request for the correction of personal
data.

8.3.3

Upon confirmation of the correction request, the DPO shall obtain acknowledgement from the
requestor for the personal data or information corrected.

8.3.4

If an exception applies, DPO shall notify the individual that HFS is not required to correct the
relevant personal data.

8.3.5

DPO may provide the response in writing or verbally. However, a written response shall still
be provided to the individual.

8.3.6

If the corrected personal data had been disclosed to any other organisation(s) within a year
of the date of correction, the DPO shall:
a)

Decide if the organisation(s) needs the corrected personal data for any legal or
business purpose; and

b)

Send a written notice of correction, including reasons for the correction and / or
evidence to support the correction, to the organisation(s).

8.3.7

If HFS receives a notification of corrected personal data from another organisation, HFS shall
correct the personal data in the possession or under the control of HFS, unless the DPO is
satisfied on reasonable grounds that the notified correction should not be made. DPO shall
maintain the records and note that the required correction was not made.

8.4

Circumstances for Exemptions

8.4.1

DPO shall not be required to make corrections to the following:
a)

Opinion data kept by HFS solely for evaluative purposes;

b)

Opinion made by HFS or professional or expert; and

c)

Document relating to a prosecution if all proceedings related have not been completed.
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8.5

Records

8.5.1

The DPO shall maintain records of the requests for correction to personal data, with the
following details:
a)

The date which HFS received the request;

b)

The name of the individual making the request;

c)

The mode in which the request is made, i.e. email, phone call;

d)

Type of proof of the identity of the individual making the request;

e)

Type of proof, if any, supporting the correction or omission of personal data;

f)

The date which the DPO accede or decline the request;

g)

The reasons and reasonable steps taken should the request be declined;

h)

Steps taken to determine if personal data had been provided to another organisation(s)
within twelve (12) months and if notification to the organisation(s) is necessary;

i)

Notification of correction received from another organisation, including reason(s) for not
making the correction, if any; and

j)

Legal advice obtained, if any.
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9 ACCURACY OF PERSONAL DATA
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9.1

General Principles

9.1.1

HFS shall make reasonable effort to ensure all personal data collected is accurate and
complete.

9.1.2

To ensure accurate data collection and input, all staff shall:
a)

Act diligently and conscientiously in collecting personal data from any individual in the
course of their work with HFS:

b)

Verify information provided by an individual, to the extent possible;

c)

Take steps to ensure data input into electronic files are complete and accurate, i.e.
verify the accuracy and completeness by an independent personnel; and

d)

Seek assistance or guidance from their supervisor / DPO in any instance where they
believe that an individual does not provide to HFS:
i)

Information that is accurate; and/or

ii)

Information that is complete, in the context to the purpose for which it is provided
for.
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10 PROTECTION OF PERSONAL DATA
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10.1

General Principles

10.1.1 HFS shall protect personal data in its possession or under its control by making reasonable
security arrangements to prevent unauthorised access, collection, use, disclosure, copying,
modification, disposal or similar risks.
10.1.2 The following PDPC general guides shall be referred to for more information on the protection
of personal data:
a)

Guide to Securing Personal Data in Electronic Medium (Updated on 20 January 2017);

b)

Guide to Disposal of Personal Data on Physical Medium (Updated on 20 January 2017);
and

c)

Guide to Printing Processes for Organisations (Published on 3 May 2018).

10.1.3 The DPO shall maintain HFS’s personal data inventory map to track the types of personal
data collected, used and disclosed by HFS.

10.2

Physical Security

10.2.1 HFS shall undertake, but not limited to, the following steps to protect the personal data held:
a)

Marking electronic, paper files and documents as ‘Confidential’
i)

Staff should ensure that the files or documents which personal data is recorded is
clearly marked as ‘Confidential’.

b)

Restrict access to personal data
i)

Staff should only have access to the personal data, for the purpose of performing
their roles and responsibilities with HFS; and

ii)

Staff should not allow other staff to have access to the personal data, except to
the extent in which the staff needs to carry out their roles and responsibilities.

c)

Destruction of paper files
i)

Staff should ensure that any paper document containing personal data are
disposed securely, i.e. shredding of the paper document;

ii)

DPO shall ensure that a qualified vendor is appointed for disposal of documents,
containing personal data, securely, if documents could not be shredded at HFS
premises; and

iii)

Staff should ensure that any paper document containing personal data are not
retained so that the blank page of the document may be used.

d)

No copying of personal data or use other than by HFS
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i)

All staff shall be prohibited from:
•

Making any copy, in any form, of personal data about any individual; and / or

•

Providing any personal data about any individual to any person.

Except for the sole purpose of performing their role with HFS.
e)

Personal data printed through the common printer
i)

All staff have a responsibility to minimise the incidence of any document containing
personal data being viewed by a person who is not entitled to have access to that
personal data. All staff, who are printing any file that contains or may contain
personal data, shall retrieves the output from the printer immediately.

f)

Hardcopy / paper files
i)

The following files containing personal data shall be kept in locked cabinets in which
only the authorised staff, holds the key.

g)

•

Clients’ files;

•

Staff’s personnel files;

•

Donor records; and

•

Volunteer records.

Clean desk policy
i)

All staff shall ensure that:
•

All hardcopy / paper files are placed in locked cabinets at the end of each
working day; and

•

Any hardcopy / paper files containing personal data is not left unattended in
clear view while the staff if temporarily away, i.e. lunch break.

h)

Keys
i)

Human Resource Department shall ensure that all keys to HFS’s office and office
cupboards are returned upon the last day of service of the resigned staff.
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10.3

Logical Security

10.3.1 DPO shall have the oversight role in ensuring that the personal data held electronically are
secured in the information technology systems used.
10.3.2 DPO shall ensure that reasonable measures are in place to prevent unauthorised access to
the information technology systems operated by HFS.
10.3.3 All staff shall have the responsibility to ensure that electronic personal data are secured,
including but not limited to the following:
a)

Files which contained personal data are encrypted and/or password protected; and

b)

Transmissions of files containing personal data are encrypted and/or password
protected.

10.3.4 The DPO shall ensure that:
a)

All servers or other hardware that are used to store personal data are password
protected, and the password is held by the IT Administrator or anyone who is authorised
by the Chief Executive Officer;

b)

All servers or other hardware that are used to store personal data are installed with upto-date anti-virus software;

c)

All PCs, laptops or any hardware that may be used to access personal data are
protected by a log-on password;

d)

All PCs and laptops that may be used to access personal data shall require a
screensaver password if not used for more than five (5) minutes;

e)

Access credentials of an individual are terminated immediately upon last day of service;

f)

All PCs and laptops are either placed to prevent a passer-by reading personal data that
may appear on the screen or protected by privacy screens;

g)

All PCs, laptops, servers and any other hardware shall be disposed by an authorised
vendor, who shall provide a certificate of destruction, upon completion of disposal; and

h)

Where HFS stores personal data on the cloud (or any similar remote access server)
through a third-party provider, HFS shall undertake to adopt industry best practices and
ensure due diligence of reliability and security of the third-party provider.
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10.4

Bring Your Own Device

10.4.1 DPO shall provide authorisation to staff who are required to use their own personal devices
for work, taking into consideration the following:
a)

Nature of the duties and responsibilities; and

b)

Whether the work could be carried our efficiently and effectively without the
authorization.

10.4.2 DPO shall maintain records of such authorisation made.
10.4.3 Accordingly, staff shall ensure that personal devices, which are used to access personal data,
are password protected.

10.5

Records Disposal

10.5.1 DPO shall ensure that all hardcopy records that are disposed are properly accounted for. The
disposal process shall be approved by the Chief Executive Officer.
10.5.2 Controls shall be put in place to preserve the integrity of the record disposal process.
10.5.3 All electronic records must be deleted from the system at the end of the retention period.
10.5.4 IT equipment must be properly disposed by an authorised outsourced agency or through
physical destruction of the equipment.
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11 RETENTION OF PERSONAL DATA
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11.1

General Principles

11.1.1 HFS shall cease to retain its documents, both electronic and hardcopy, containing personal
data as soon as it is reasonable to assume:
a)

The purpose for which that personal data was collected is no longer being served by
retention of personal data; or

b)

11.2

Retention is no longer necessary for legal or business purposes.

Records Retention Period

11.2.1 All records containing personal data shall be kept for the period, as specified:
Categories of personal data

Retention Period

Rejected job applicant records

6 months

Potential job applicant records

1 year

Resigned staff records

5 years

Clients’ records

5 years

Donor records

5 years

Volunteers’ records

5 years

Retired board member records

10 years
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12 COMPLAINTS HANDLING
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12.1

Receipt of Complaint

12.1.1 All complaints regarding the collection, use or disclosure of personal data shall be referred to
the DPO immediately.
12.1.2 DPO shall make reasonable efforts to obtain sufficient information from the individual to
investigate the complaint, such as:
a)

The type of action or lack of action that gives rise to the individual’s concern;

b)

Whether it is an isolated incident. If it is an isolated incident, the time of occurrence;
and

c)

12.2

A copy of any relevant correspondence held by the individual.

Resolving of Complaint

12.2.1 DPO should investigate immediately and reply within five (5) business days to the individual,
advising the individual on the status of the outcome or investigation.
12.2.2 DPO shall ensure all investigations are completed within two (2) weeks.
12.2.3 All communications to the individual shall be in writing, either through email or letter.

12.3

Follow-up Actions

12.3.1 DPO shall review the complaints received periodically and determine if further actions are
required to be taken to remedy the situation. This could include reviewing of current practices,
documents or additional training for staff is required.

12.4

Records

12.4.1 The DPO shall maintain records of the complaints received, with the following details:
a)

The date which HFS received the complaint;

b)

The name of the individual making the complaint;

c)

Details of the complaint;

d)

The mode in which the complaint is made, i.e. email, phone call;

e)

Steps taken by the DPO to investigate the complaint;

f)

The outcome of the complaint;

g)

The response given to the individual by the DPO; and

h)

If the complaint is not resolved to the satisfaction of the individual, the reasons provided
by the DPO for the outcome
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